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1. Overview 

The Thabachweu Local Municipality's intentions for publishing an Internet Policy is not to impose 
restrictions that are contrary to the Municipality's established culture of openness, trust and integrity. 
The Municipality is committed to protecting its employees, clients, and service providers from any 
illegal or damaging actions by individuals, either knowingly or unknowingly. The Internet has provided 
a foundation for fostering and improving employee knowledge therefore the Thabachweu Local 
Municipality encourages the business use of the Internet for all employees for research relevant to the 
services the Municipality delivers to its clients both internal and external. 

2. Purpose 

This policy outlines the Municipality's provision of Internet Access to its employees. The Thabachweu 
Local Municipality is committed to the appropriate use of Information Technology and Services in 
support of its primary, research, administrative and service functions. This policy is an adjunct to the 
Municipality's IT Acceptable Use Policy which defines the acceptable behaviour expected of users and 
intending users of the facilities, including Internet usage. The Municipality requires users to accept the 
IT policies and associated rules governing the use of the IT facilities as a condition of their use. 

3. Scope 

This policy applies to all the Municipality's employees, business partners, service providers or anybody 
else using the Municipality's infrastructure to access the internet. 

3.1. Internet access 

• Internet access must be requested in writing form the Municipality's Security Officer. 

• Internet access will only be granted on authorization of the Municipality's Security Officer. 

• Internet Access is valid for the duration of the request authorized for, and therefore the user is 
responsible for notifying the Security Officer when the initial request expired and is no longer valid. 

• Internet access will be granted to the users Logon Credentials and not to a computer account. 

• All internet traffic will be logged and monitored continuously for reporting purposes. 

3.2. Internet violations 

• The use of misleading language and materials or transmitting, receiving, seeking inappropriate, 
offensive, vulgar, suggestive, obscene, abusive, harassing, belligerent, threatening, defamatory 
(harming another person's reputation by lies) material. 

• Revealing personal information, such as the home address, telephone number etc. of any of the 
Municipality's employees, business partners, contractors or service providers. 

• Making ethnic, sexual-preference, or gender-related slurs or jokes. 
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• Engaging in illegal activities, violating the Internet Access Policy, or encouraging others to do so. 

• Users are prohibited from downloading any copyright protected material from the internet. 

• Eligible software for downloading should be screened with virus detection software prior to being 
opened or installed. 

• Software should not be downloaded from an untrusted source. 

• Users are prohibited from being involved in any way with the exchange of materials such as: 
pirated software, purloined passwords, stolen credit card numbers or inappropriate written or 
graphic material. 

• Confidential information should not be released or circulated or published onto the Internet unless 
prior written approval has been obtained from the Municipality's Security Officer. 

• Unless written approval from the Security Officer has been obtained, staff may not establish 
Internet or other external network connections that could allow outside users to gain access to the 
Municipality's systems and information. 

• Users are prohibited from using new or existing Internet connections to establish new business 
channels. These channels include electronic data interchange (EDI) arrangements, electronic malls 
with online shopping, online database services, etc. 

• Users are prohibited to use the internet for access to pornographic, games, warez, sports, shopping 
and hacking web sites. 

3.3. Security violations 

The following security violations should be reported to the Municipality' Security Officer with 
immediate effect: 

• If the Municipality's sensitive information is lost, disclosed to unauthorized parties, or suspected of 
being lost or disclosed to unauthorized parties. 

• If any unauthorized use of the Municipality's information systems has taken place, or is suspected 
of taking place. 

• All unusual systems behaviour, such as missing files, frequent system crashes, misrouted messages, 
etc. The specifics of security problems should not be discussed widely and should only be discussed 
with the Thabachweu Local Municipality's Security Officer. 

• Users must not "test the doors" (probe) security mechanisms of Internet. Should users probe these 
security mechanisms, alarms will be triggered and reported to the Municipality's Security Officer. 

• It is illegal for users to share User IDs and passwords for the purpose of gaining internet access. 

• At any time and without prior notice, the Municipality's Security Officer reserves the right to 
examine internet traffic to or from any of the Municipality's employees or computers. 

3.4. Responsibilities 

• All users must read and understand this policy and its provisions, and abide to the policy before 
accessing the internet. 
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• The Thabachweu Local Municipality will not be held liable for any disclosure of personal 
information in the event that the employee chooses to send such information in violation of this 
policy. 

• Users must know how to classify information, which should not be sent through the Internet due to 
its sensitivity before internet access is granted. 

• User will only access Internet sites only as authorized in the performance of their job functions. 

• Users must report abuse of the Municipality's internet infrastructure immediately to the 
Municipality's Security Officer. 

4. General 

• The use of the Internet is a privilege, not a right, and inappropriate use will result in a cancellation 
of those privileges. (Each employee who receives an account will be part of a discussion with a 
member of ICT support pertaining to the proper use of the network.) Only the Municipality's 
Security Officer can authorize, revoke or suspend a user's internet access. 

• Security on any computer system is a high priority, especially when the system involves many users. 
If you feel you can identify a security problem or risk on the Internet, they must notify the 
Municipality's Security Officer immediately. 

• Any user identified as a security risk or having a history of problems with other computer systems 
may be denied access to Municipality's internet service. 

• The purpose of the Municipality's Internet services to support research and education; in and 
among institutions across the world by providing access to unique resources and allowing the 
opportunity for collaborative work. The use of your account must be in support of the business and 
service delivery objectives of Thabachweu Local Municipality. 

5. Corrective actions for non-policy compliance 

• Failure to comply with the guidelines stipulated in the Municipality's policies will result in the 
following corrective or disciplinary procedures. 

• The decisive action that will be taken against the employee is dependent on the severity level and 
the level of the security risk. 

• Warning from Management 

o The employee receives a warning from their manager that they were in violation of policy. 

• Written Warning in Personnel File 

o The employee is reprimanded, and official notice is put in their personnel file. This may 
have negative consequences during future performance reviews or promotion 
considerations. 

• Revoking Privileges 

o Access to certain resources, such as internet or email, can be revoked for a limited period 
providing that this action does not have a negative impact on the employee's job functions. 
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• Training 

o Adequate training to create awareness and guidance on policy compliance. 

• Disciplinary action will be determined in compliance to Schedule 8 of the Labour Relations Act 66 of 
1995 or other related Public Service Regulations. 

6. Glossary and Abbreviations 


Please refer to the Thabachweu Glossary and abbreviations guide. 
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